T

T[ PONTON

WE ARE THE 2 IN B2B

Release Notes X/P
Messenger + Listener
3.11.3

Version: 3
Date: 08-Apr-2022

Copyright Notice

PONTON  This document is the confidential and proprietary information of PONTON
GmbH ("Confidential Information™). You shall not disclose such Confidential
Information and shall use it only in accordance with the terms of the license
agreement you entered into with PONTON GmbH.



Tt PONTON

Release Notes X/P Messenger + Listener 3.11.3 WE ARE THE 2 IN B2B

Table of Contents

1. MESSENQEr ChANGES .. .cceiieeeeice e e 3
1.1, SECUNLY FIXES ereeiiiiiiiiiiiiiiiieee ettt 3
1.2, DU FIXES ittt 3
I T 0] 01 (01Y/=T 0 4= | €= USRI 3
2. Listener Changes ..... ... 4
2.0, DUGIIXES et 4
A 1111 o] ()Y =T 0 =] o £ T 4
3. [0 111V 1 o =T K3 5
3.1. Download links of Messenger version 3.11.3...........cccoiiiiiieeeiiiiiiiiiieee e, 5
3.2. Download links of Listener version 3.11.3........ccccovviiiiiiiinieeeeeeeeiiiene e 5
4. YT T =4 o o 6
4.1. Updating a Messenger version 3.7.0- 3.11.2 ..., 6
4.2. Updating a Messenger version before 3.7.0 ... 6
4.3. Updating a Listener version 3.2.X - 3.11.2 c.cc.cccoiiiiiiiiiiiiii e 6

08-Apr-2022 Page 2 of 8



Tt PONTON

Release Notes X/P Messenger + Listener 3.11.3 WE ARE THE 2 IN B2B

1. Messenger changes

1.1. security fixes

*" Due to the security implications of the below mentioned bug, we recommend to update all

PONTON X/P installations of version 3.x to this release.

ID Summary Risk Level
(Critical, High, Medium, Low)

PXP-2958 Fix for CVE-2022-22950 Medium
1.2. bug fixes

ID Summary

PXP-2686 Error when sending non xml documents

1.3. improvements

ID Summary

PXP-2958 Updated
e spring core version from 5.3.4 t0 5.3.18
e spring boot version from 2.4.3 t0 2.6.6
e spring security version from 5.4.5 to 5.6.2

e |ogdjversion from 2.16.0 to 2.17.2
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2. Listener changes

2.1. bugfixes

ID Summary

2.2. improvements

ID Summary

PXP-2958 Updated
e spring core version from 5.3.4 t0 5.3.18
e spring boot version from 2.4.3 to 2.6.6
e spring security version from 5.4.5 to 5.6.2

e |ogdjversion from 2.16.0 to 2.17.2
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3. Downloads

3.1. Download links of Messenger version 3.11.3

full distribution 3.11.3 with JRE 15.0.2 (Windows):
https://www.ponton.de/downloads/xp/3.11/PontonXP-Messenger-3.11.3-Windows.zip

update patch from 3.7.0 to 3.11.3 including JRE 15.0.2 (Windows):
https://www.ponton.de/downloads/xp/3.11/PontonXP-Messenger-3.11.3-Windows-patch.zip

full distribution 3.11.3 with JRE 15.0.2 (Linux):
https://www.ponton.de/downloads/xp/3.11/PontonXP-Messenger-3.11.3-Linux.zip

update patch from 3.7.0 to 3.11.3 including JRE 15.0.2 (Linux):
https://www.ponton.de/downloads/xp/3.11/PontonXP-Messenger-3.11.3-Linux-patch.zip

3.2. Download links of Listener version 3.11.3

full distribution 3.11.3 with JRE 15.0.2 (Windows):
https://www.ponton.de/downloads/xp/3.11/PontonXP-Listener-3.11.3-Windows.zip

full distribution 3.11.3 with JRE 15.0.2 (Linux):
https://www.ponton.de/downloads/xp/3.11/PontonXP-Listener-3.11.3-Linux.zip
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4. Migration

4.1. Updating a Messenger version 3.7.0 - 3.11.2

extract the patch zip file matching your operating system to the /update/ folder of the
Messenger 3.x.x installation.

A restart of the application will apply the patch to the installation.

Existing addon- and config-patches will remain unchanged and will continue to work, so no
additional action is required.

4.2. Updating a Messenger version before 3.7.0

Unfortunately there is no patch for older Messenger version.

The main reason for this is, that the patch mechanism has been reworked and therefore the
patch files are not compatible.

However the configuration of old Messenger version is compatible and can be reused in the
current version

A detailed guide for upgrading can be found here:
https://www.ponton.de/downloads/xp/3.11/documents/MigrationGuide311.pdf

Important
If a Listener is used with the Messenger, then the Listener has to be updated as well, so that
both versions are the same.

4.3. Updating a Listener version 3.2.x - 3.11.2

1. stop the Listener

2. create a backup copy of the current Listener folder

3. delete everything from the current Listener folder

4. extract the Listener distribution zip to the Listener folder

5. copy the config folder of the backup into the Listener folder (overwriting the default
files)
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6. start the Listener
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